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Note

© Copyright 2002-2014 by
FEIG ELECTRONIC GmbH
Lange Strasse 4
D-35781 Weilburg-Waldhausen
Tel.: +49 6471 3109-0
http://www.feig.de

With the edition of this manual, all previous editions become void. Indications made in this manual may be changed
without previous notice.

Copying of this document, and giving it to others and the use or communication of the contents thereof are forbidden
without express authority. Offenders are liable to the payment of damages. All rights are reserved in the event of the
grant of a patent or the registration of a utility model or design.

Composition of the information in this manual has been done to the best of our knowledge. FEIG ELECTRONIC GmbH
does not guarantee the correctness and completeness of the details given in this manual and may not be held liable for
damages ensuing from incorrect or incomplete information. Since, despite all our efforts, errors may not be completely

avoided, we are always grateful for your useful tips.

The installation instructions given in this manual are based on advantageous boundary conditions. FEIG ELECTRONIC
GmbH does not give any guarantee promise for perfect function in cross environments.

FEIG ELECTRONIC call explicit attention that devices which are subject of this document are not designed with
components and testing methods for a level of reliability suitable for use in or in connection with surgical implants or as
critical components in any life support systems whose failure to perform can reasonably be expected to cause significant
injury to a human. To avoid damage, injury, or death, the user or application designer must take reasonably prudent
steps to protect against system failures.

FEIG ELECTRONIC GmbH assumes no responsibility for the use of any information contained in this manual and
makes no representation that they free of patent infringement. FEIG ELECTRONIC GmbH does not convey any license
under its patent rights nor the rights of others.

OBID® and OBID i-scan® are registered trademark of FEIG ELECTRONIC GmbH
Copyright ©2002-2006 National Instruments Corporation. All Rights Reserved
Microsoft® and Windows® are registered trademarks of Microsoft Corporation
Pentium® is a registered trademark of Intel Corporation

I-CODE® and Mifare® are registered Trademarks of NXP B.V.

Tag-it (TM) is a registered Trademark of Texas Instruments Inc.

my-d® is a registered trademark of Infineon Technologies AG

Jewel (TM) is a trademark of Innovision Research & Technology plc.

Electronic Product Code (TM) is a Trademark of EPCglobal Inc.

This product includes software developed by the OpenSSL Project for use in the OpenSSL Toolkit.
(http://www.openssl.org/)
Copyright (c) 1998-2008 The OpenSSL Project. All rights reserved.

This product includes software written by Tim Hudson (tjh@cryptsoft.com)
Copyright (C) 1995-1998 Eric Young (eay@cryptsoft.com). All rights reserved.
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Licensing agreement for use of the Software "CPRStart"

This is an agreement between you and FEIG ELECTRONIC GmbH (hereafter "FEIG") for use of left Software
CPRsStart and all there constituent and the provided documentation, hereafter called licensing material. By
installing and using the licensing material you agree to all terms and conditions of this agreement without
exception and without limitation. If you are not or not completely in agreement with the terms and conditions,
you may not install the licensing material or use it in any way. This licensing material remains the property of
FEIG ELECTRONIC GmbH and is protected by international copyright.

81 Object and scope of the agreement

1. FEIG grants you the right to install the licensing material provided and to use it under the following
conditions.

2. You may install all components of the licensing material on a hard disk or other storage medium. The
installation and use may also be done on a network fileserver. You may create backup copies of the
licensing material. Further you are allowed to install an use the licensing material in-house unlimited.

3. The licensing material may only be used in conjunction with devices which are developed and / or
produced by FEIG.

4. This license material can depend on third-party software. In case of the use of this third-party software
the listed license agreements in chapter Third-party Licensing agreements have to be applied.

§2. Protection of the licensing material

1. The licensing material is the intellectual property of FEID and its suppliers. It is protected in accordance
with copyright, international agreements and relevant national statutes where it is used. The structure,
organization and code of the software are a valuable business secret and confidential information of
FEIG and its suppliers.

2. You agree not to change, modify, translate, reverse develop, decompile, disassemble the program library
or the documentation or in any way attempt to discover the source code of this software.

3. To the extent that FEIG has applied protection marks, such as copyright marks and other legal
restrictions in the licensing material, you agree to keep these unchanged and to use them unchanged in
all complete or partial copies which you make.

4. The transmission of licensing material to third parties, as well within a corporate group, in parts or in full is
prohibited unless there is an explicit agreement to the contrary between you and FEIG.
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85. Warranty and liability limitations

1. You agree with FEIG that is not possible to develop EDP programs such that they are error-free for all
application conditions. FEIG explicitly makes you aware that the installation of a new program can affect
already existing software, including such software that does not run at the same time as the new
software. FEIG assumes no liability for direct or indirect damages, for consequential damages or special
damages, including lost profits or lost savings. If you want to ensure that no already installed program will
be affected, you should not install the present software.

2. FEIG explicitly notes that this software makes it possible for irreversible settings and adaptations to be
made on devices which could destroy these devices or render them unusable. FEIG assumes no liability
for such actions, regardless of whether they are carried out intentionally or unintentionally.

3. FEIG provides the software ,as is* and without any warranty. FEIG cannot guarantee the performance or
the results you obtain from using the software. FEIG assumes no liability or guarantee that the protection
rights of third parties are not violated, nor that the software is suitable for a particular purpose.

4. FEIG call explicit attention the licensed material is not designed with components and testing for a level
of reliability suitable for use in or in connection with surgical implants or as critical components in any life
support systems whose failure to perform can reasonably be expected to cause significant injury to a
human.

To avoid damage, injury, or death, the user or application designer must take reasonably prudent steps to
protect against system failures.

84 Concluding provisions

1. This Agreement contains the complete licensing terms and conditions and supercedes any prior
agreements and terms. Changes and additions must be made in writing.

2. If any provision this agreement is declared to be void, or if for any reason is declared to be invalid or of no
effect, the remaining provisions shall be in no manner affected thereby but shall remain in full force and
effect. Both parties agree to replace the invalid provision with one which comes closest to its original
intention.

3. This agreement is subject to the laws of the Federal Republic of Germany. Place of jurisdiction is
Weilburg.

Please direct any questions pertaining to this agreement to:

FEIG ELECTRONIC GmbH
Lange Strasse 4,

35781 Weilburg-Waldhausen
- Germany -

Fon: +49 6471 / 3109-0

Fax: +49 6471/ 3109-99
e-mail: info@feig.de
http://iww.feig.de
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Third-party Licensing agreements

Licensing agreement of openSSL organization

The following license issues are to be appied in the case that encrypted data transmission is used.

LICENSE ISSUES

The OpenSSL toolkit stays under a dual license, i.e. both the conditions of the OpenSSL License and
the original SSLeay license apply to the toolkit. See below for the actual license texts. Actually
both licenses are BSD-style Open Source licenses. In case of any license issues related to OpenSSL
please contact openssl-core@openssl.org.

OpenSSL License

Copyright (c) 1998-2008 The OpenSSL Project. All rights reserved.

Redistribution and use in source and binary forms, with or without
modification, are permitted provided that the following conditions
are met:

1. Redistributions of source code must retain the above copyright notice, this list of conditions
and the following disclaimer.

2. Redistributions in binary form must reproduce the above copyright notice, this list of conditions
and the Tfollowing disclaimer in the documentation and/or other materials provided with the
distribution.

3. All advertising materials mentioning features or use of this software must display the following
acknowledgment:

"This product includes software developed by the OpenSSL Project for use in the OpenSSL Toolkit.
(http://www._openssl._org/)"

4. The names "OpenSSL Toolkit" and "OpenSSL Project' must not be used to endorse or promote products
derived from this software without prior written permission. For written permission, please contact
openssl-core@openssl.org.

5. Products derived from this software may not be called "OpenSSL" nor may '‘OpenSSL"™ appear in their
names without prior written permission of the OpenSSL Project.

6. Redistributions of any form whatsoever must retain the following acknowledgment:
"This product includes software developed by the OpenSSL Project for use in the OpenSSL Toolkit
(http://www.openssl.org/)"

THIS SOFTWARE IS PROVIDED BY THE OpenSSL PROJECT ~"AS I1S"" AND ANY EXPRESSED OR IMPLIED WARRANTIES,
INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A
PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE OpenSSL PROJECT OR ITS CONTRIBUTORS BE
LIABLE FOR ANY DIRECT, INDIRECT, [INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES
(INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR
PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN
CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF
THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

This product includes cryptographic software written by Eric Young (eay@cryptsoft.com). This product
includes software written by Tim Hudson (tjh@cryptsoft.com).

Original SSLeay License

Copyright (C) 1995-1998 Eric Young (eay@cryptsoft.com) All rights reserved.

This package is an SSL implementation written by Eric Young (eay@cryptsoft.com).
The implementation was written so as to conform with Netscapes SSL.
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This library is free for commercial and non-commercial use as long as the following conditions are
aheared to. The following conditions apply to all code found in this distribution, be it the RC4,
RSA, lhash, DES, etc., code; not just the SSL code. The SSL documentation included with this
distribution is covered by the same copyright terms except that the holder is Tim Hudson
(tjh@cryptsoft.com).

Copyright remains Eric Young®"s, and as such any Copyright notices in the code are not to be removed.
IT this package is used in a product, Eric Young should be given attribution as the author of the
parts of the library used.

This can be in the form of a textual message at program startup or in documentation (online or
textual) provided with the package.

Redistribution and use in source and binary forms, with or without modification, are permitted
provided that the following conditions are met:

1. Redistributions of source code must retain the copyright notice, this list of conditions and the
following disclaimer.

2. Redistributions in binary form must reproduce the above copyright notice, this list of conditions
and the Tfollowing disclaimer in the documentation and/or other materials provided with the
distribution.

3. All advertising materials mentioning features or use of this software must display the following
acknowledgement:

"This product includes cryptographic software written by Eric Young (eay@cryptsoft.com)"

The word “cryptographic® can be left out if the rouines from the library being used are not
cryptographic related :-).

4. 1f you include any Windows specific code (or a derivative thereof) from the apps directory
(application code) you must include an acknowledgement:
"This product includes software written by Tim Hudson (tjh@cryptsoft.com)"

THIS SOFTWARE IS PROVIDED BY ERIC YOUNG ~~AS IS"" AND ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING,
BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE
ARE DISCLAIMED. IN NO EVENT SHALL THE AUTHOR OR CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT,
INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT
OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER
CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING
NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE
POSSIBILITY OF SUCH DAMAGE.

The licence and distribution terms for any publically available version or derivative of this code
cannot be changed. i.e. this code cannot simply be copied and put under another distribution
licence [including the GNU Public Licence.]
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1. Overview

The demo program ID CPRStart 2014 has been developed to familiarize you with the functionality
of the OBID® classic-pro readers.

Using this software you can:

e Test communication with HF transponders.
¢ Read out and modify the configuration of oBID® classic-pro readers.

With each action the transmission protocols between PC and Reader are displayed on the screen.
This transparency guides you to the software interface of the OBID® classic-pro readers. The
respective system manuals should be referred for interpreting the protocols and for studying the
reader properties.

Unique features of ID CPRStart 2014:

e Reader Editor for editing the OBID® classic-pro reader parameters. You can open any number
of reader files and “link” them with various interface types.

e Protocol Editor for manual protocol entry and editing.
e Protocol Window for visualizing the communication.

This guide gives you a brief introduction into the program ID CPRStart 2014. Some special features
and assistances in the program operation can be accessed using context menus which you open
using the right mouse button. If you have any questions concerning this program, FEIG
ELECTRONIC GmbH will be happy to provide you with additional information.

2. What's new!

e Updated Reader Configurations
e Minor bugfixes
e Support of new features for CPR47.xx

e Support of new features OBID myAXXESS onTop
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3. Installation

System Requirements

Personal computer IBM PC Pentium 11l 1000 MHz or faster recommended
Windows XP® (32Bit) or Vista (32/64Bit) or Windows® 7 (32/64Bit) or Windows® 8 (32/64Bit)
Hard disk with minimum free 30MB memory space

windows® compatible mouse
Windows® -compatible Super VGA graphics card (800x600). (1024x768 recommended)

ID CPRStart 2014 can only be installed on a computer using the supplied setup program.

Note:

The setup program does not update an earlier version of ID CPRStart. You can first
uninstall the older version or use it parallel to an older version.

Under, Windows" XP, Windows" Vista and Windows 7 or 8 the corresponding
administrator rights are required. Check with your network administrator if needed.

FEIG ELECTRONIC GmbH Page 9 (of 42) H80401-12e-ID-B.doc



OBID® classic-pro Manual ID CPRStart 2014 V9.07.01

4. First steps

4.1. Supported oBID® classic-pro Reader

ID CPRStart 2014 supports the following Reader types. If a new Reader is released, post a
request for an actual CPRStart to obid-support@feig.de.

Select a Reader Type

ok |
_ Carcel|

-2 classic-pro

----- ID' CPR.M0OZ Cancel
----- D CPR.02

----- D CPR40.:-L

----- D CPR40.x

----- D CPRS0.x

----- D CPR44.5x

----- D CPR30.x

----- D CPRS2.xx

----- D CPR.04-USE

----- D CPR4E

----- D CPR20.x

----- D CPR4T.x

-3 mpAXKESS

----- ID MAXE0.

----- OBID mpdESS onTop
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4.2. Connecting an OBID® classic-pro Reader using the Quick Start Wizard

After successfully installing of ID CPRStart 2014 and before starting the program you can
immediately connect an OBID i-scan® reader to serial port COM1*, USB or the LAN interface on
your PC. The Quick Start Wizard will lead you for a fast configuration of the reader.

Step 1: Start the demo program ID CPRStart 2014. In the default configuration of the program,
the “Quick Start Wizard” starts automatically, which helps you in detecting the reader and
configuring the reader. Choose the used interface type and click on the “Detect” button. Click on
the Run Quick Start Wizard button when you want to make the Reader’s configuration properly to
your application. Click on Run without change if you want to work with the detected Reader, but
keep the Reader’s configuration unchanged.

Close the dialog, if you want to select a Reader manually.

r~ Reader Detection

Reader-Type

Reader-Mame 1D CPRADxx-U
Dorileal Device-ID - OFDBFEED (266073741)
Software Version RFC - 02.03.00

— Communication Inteface

£ COM-Port Nr. I vl More... BusAdr.I 0

& LUSB

C TCPAP IP-Adr.| 0 . 0.0.0  Pot |

Detect

Run Quick Start Wizard Run without change

If the connected and activated reader is not in the list, check the interface settings (see
6. Handling communications problems).

1 coML1 is preset. All other serial ports are initially not in the search list. To change this, open the “Program
Options” dialog in the Options menu and select your preferred serial port (5.2. Program Settings).
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Step 2: Welcome Dialog of Quick Start Wizard.

Quick Start Wizard - Step 1: Informati [

Welcome to the Quick Start Wizard

This Wizard helps you to setup a basic Reader configuration.

You can:
- select Transponder types

- setup a basic RF configuration
- select a working mode

< Zuriick

Step 3: Choose the transponder driver.

Quick Start Wizard - Step 2: Select Transponder T ==

Primary Transponder-Driver 15014443-A Transponder-Driver

|V mifare Standard
v IV my-d proximity SLE55Roc
[V 150 144438 [V mifare Uttra-Light
V' Innovision Jewel ¥ 150144438, Part 4
[V STMicroelectronics SR176
[V STMicroelectronics SHboc

<zuick [ Weter> | Abbrechen |

In Step 4: you can choose the desired reader mode.

Quick Start Wizard - Step 3: Select 2 Er Reader—Mod— =5

Application is host controlled, Commands have to be
send step by step from the host. neither automated
multiplexing nor triggering

" Euffered Fead Mode Automated Reader Mode, Multiplexer and Trigger
Feature, Buffering of read Data, Datasets have to be
fetched and deleted by Host

€ Naotification Mode Automated Reader Mode, Muttiplexer and Trigger
Feature, Buffering of read Data, automatic sending to
defined destination and deletion of stored Datasats,
Communication only via TCP/IP

" Scan Mode Automated Reader Mode, Muttiplexer and Trigger
Feature, read data is send without buffering to Host
immediately, Communication only via R5232 or
RS485/422
{ony available after detect of Reader over Serial Port)

< Zurick I Weiter > I Abbrechen

Click on Next.
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Step 5: gives an overview of the reader details.

Click on “Apply” for confirmation. The wizard configures the reader and the verification results will
be shown:

Click on “Finish”.
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5. Program description

5.1. Overview

ID ISOStart
Settings
Transpondd
g — Protocol data
SS— ProtocolEditt Q
*PRT-file /-\
ID FECOM Protocol Reader
) Component for serial R3232143>
communication
(FECOM.DLL)
Protocol dafa Lr=mee Protofol ID FEUSB Protocol Reader
., 3 ReaderEditd Component for Readel Component for USB usB )
g protocols :> communication
(FEISC.DLL) (FEUSB.DLL)
* XML-file
ID FETCP Protocol Reader
P Component for TCP/IP| Ethernet >
communication
(FETCP.DLL)
3 | Protocol
- rotoco
——— 5
= Window
*LOG-file

This graphic illustrates the data-oriented structure of the program.

Each data type has a special visual editor which can be used to edit the data or protocols, save
them and send them to the OBID® classic-pro Readers or transponders.

The protocols transported over the interfaces are displayed in the protocol window.

The demo program does not use error messages in separate notification windows if the
communication was defective or if the OBID® classic-pro Reader signals an error status in the
reply protocol. All outputs are sent to the Protocol Window along with a comment. To interpret the
reply protocols, please refer to the system manuals for the respective Reader families.

The ID FECOM, ID FEUSB, ID FETCP and ID FEISC components are special DLLs (Dynamic Link
Library) for communicating with OBID® classic-pro products and are available together in a
Software Development Kit (SDK) for supporting your own program developments.

FEIG ELECTRONIC GmbH Page 14 (of 42) H80401-12e-ID-B.doc



OBID® classic-pro Manual ID CPRStart 2014 V9.07.01

5.2. Program Settings

The program can be adapted by settings in the menu Options/Program.

Program Options &J

I~ Automatic search for readers after program start

Scan over following Serial Ports:

ikion Mode :l:DM”IE'._‘

oood&

I Filter Level for configuration view Expert ;I

¥ Show HexBar in reader configuration

Settings for Host-Mode

M ax. Transponder per Inventary |258
tax. Transponder memory size [datablocks « blocksize] |255 w4 =1024 Bytes

——

| Support for Propnetary Tag Commands. .. i

‘whork-Directony

ID:\DB\D\sw-win\Proiects\run\xm\ reader-files Select... |

Database-Directary

ID ADBIDhswewinkProjects\runtsml-database Select... |
Ok Abbrechen

e Automatic search for readers after program start

This option enables the automatic search for readers after program start. The search for
readers is limited to serial ports in the list below and to USB devices.

e Scan over following serial ports
The COM-Ports can be enabled / disabled for the automatic search for the reader.

o Filter Level for configuration view
It can be selected between “Normal”, “Expert” and “No Filter”.

Level Description User

Normal |limited view of the most important parameters Beginners

Expert | additional parameters for experts are shown | Experienced user

No Filter all reader parameters will be shown Professional user
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e Show hexBar in reader configuration
This option displays the hex edit bar in the configuration pages.

0|1 (2 3[4 |6 |6 |7 8|9 /10[171[12]13
00 fao o8 jo1 f0o0 oo fad jCe ojod ojoo o jod o jao je4 (E0

e Settings for Host-Mode
The maximal number of Tags per Inventory can be adjusted. The maximal memory size of
Transponders can be customized.

Support for Custom commands must be enabled before use with the dialog below.

r 5
Manufacturer Support for proprietary Tag Commands &J

Manufacturers
I STMicioelectronics S4
I~ MxP Semiconductors Abbrechen

I Infineon Technologies AG
I Texas Instruments

L I~ Fuiitsu Limited

| [ EM Microelectronic-Marin 54 {
I~ KSW Microtec GrbH

[ IDS Micrachip AR

e Work Directory
Location were the last reader configuration xml-file was stored

o Database Directory
Location where the different FEIG reader definition files are stored. Should not be changed.
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5.3. Communication Ports

5.3.1. Settings for Serial Port

The ID CPRStart supports up to four simultaneously opened serial ports which can be assigned to
any editor. Each port can also use an RS232/485-converter” to operate a data bus to which in turn
multiple OBID® i-classic pro Readers can be connected. This makes it possible in principle to have
a larger number of Reader Editors active at the same time and for each to be connected to a port.

These serial ports are administered using the COM-Port dialog box. Open this dialog box by
clicking on the COM-Port button in the toolbar or by using the Options / COM-Port menu.

COM-Pork

— Information — Settings

Open COM Ports COk
Silin Baudrate Im Save
Frarne Im

Block Tirmeout Iw ms
Char Tirmeout |—2 ms

A iated with Filez/Read
FEnCIEien Wil rissAneacers CharTimeout kultiplier I—'I

Buzddr: 0 - xmll
W T=TimeCantral I 10 ms

[ max. Performance [experimental]

Cloze Port

[

Contral Lines

Cars T cs

[T DTR [ DSk
Ahbbrechen |

Use this dialog box to open or close a port or to change its configuration. In addition the two left list
fields give you an overview of which ports are already open and which files or editors are using a
port.

If you want to close a port which is still being used by files or editors, you will be shown a message
and the affected editors goes offline.

Open ports are automatically closed when the program is quit and automatically opened again with
the same parameters after restarting the program.

! Changing the data direction is not handled by the ID CPRStart program. The RS232/485 converter must be
able to make this switch itself.
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Note:

e Serial ports are unigque system resources which can be assigned only once by the operating
system. If a port cannot be opened, first make sure that this port is not being used by another
program.

e By the use of an RS232/TTL converter on a Notebook it is partly necessary to activate RTS- and
DTR-signal to support the converter with sufficient power.

Block Timeout (Timeout):
Maximum wait time for the receive protocol. If this time is too short, the status message
“Receive Timeout” (-1030) appears. This value depends on various other settings and states,
e.g.
e The number of transponders located in the antenna field.
¢ Which transponder types are being used and the number of active transponder drivers.

e The Block Timeout should be greater than the “TR-RESPONSE-TIME” (see system
manual for the Reader)

TxTimeControl
If set (1), output of the next send protocol is delayed until at least TxDelayTime (ms) after the
last receive protocol has elapsed.
If not set (0), the send protocol is always output as soon as possible, which however can
result in a Receive-Timeout (-1030).

TxDelayTime
Minimum time between the last receive and the next send protocol. Only applicable if
TxTimeControl=1
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5.3.2. Settings for USB

The ID CPRStart supports simultaneously opened USB devices which can be assigned to any
editor.

. k.
BlockT imeout I 1000 me

Abbrechen

I,

Block Timeout (Timeout):
Maximum wait time for the receive protocol. If this time is too short, the status message
“Receive Timeout” (-1030) appears. This value depends on various other settings and
states, e.g.:

o The number of transponders located in the antenna field.
o Which transponder types are being used and the number of active transponder drivers.

e The Block Timeout should be greater than the “TR-RESPONSE-TIME” (see system
manual for the Reader)

The USB-Port — Block Timeout will be adjusted automatically in dependence of the “Transponder
Response Time” of the reader.

5.3.3. Settings for TCP/IP

The ID CPRStart supports simultaneously opened socket connections which can be assigned to
any editor.

. k.,
BlockTimeout I 2000 ma

Abbrechen

i,

Block Timeout (Timeout):
Maximum wait time for the receive protocol. If this time is too short, the status message
“Receive Timeout” (-1230) appears. This value depends on various other settings and
states, e.g.:

e The number of transponders located in the antenna field.
¢ Which transponder types are being used and the number of active transponder drivers.

e The Block Timeout should be greater than the “TR-RESPONSE-TIME” (see system
manual for the Reader)
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5.4. The Reader Editor

| Navigation bar

| Structure window

Data window

Control window

ARStart 2012

- Version 09.01.01 -

e 5

RONIC GmbH - advanced reader technologies - xmi2

e

New ~ Detect Open Save Cut Copy Pastz Prnt Output COM-Port About

N

(= © it

Reader Basics

Configuration

Command
Queue

h{

Scan Mode

ID CPR40.xx-U - Configuration |

(] Complete Configuration

~{{] AccessProtection

=} a Hostinterface

(23 DataClodk

[=1-423) OperatingMade

=

1423 HostiMode
i [ Filter
1 £3 ScanMode
=143 DataSelector
b (1] Mode
{1 DataSource
~{(] DataFormat
[Z Filter
-2 Arlnterface
B3 Antenna
42 HF

. [C] Miscellaneous

=14 Transponder

I3 Driver
FHE3 HF
H B3 150_14443
H (22 TypeA
- (£ antcolison
EI =L
123 150_14443
t(17] Bitrate
123 Part4
(23 Miscellaneous
- [ Typeh
E-£3 TypeB
i {ID) SelectionMask
i e[ Miscellaneous
(21 Miscellaneous

B AccessProtection
Password F—— M
Lack_CFGO Unprotected [~
Lock_CFG1 Unprotected -]
Lock_CFG2 Unprotected =2
Lock CFG3 Unprotected =
Lock_CFG4 Unprotected E
Lock_CFG5 Unprotected =
Lock_CFG& Unprotected E_
Lock_CFG7 Unprotected =
Lock_CFG14 Unprotected =
£ Lack_CFG15 Unprotected -
B Hostinterface
B DataClock
Format Wiegand emulation binary 1:1,according written to T{= |
Bl OperatingMode
Mode 150 Host Mode Bl
B HostMode
InventoryAbortCondition Ird
& Filter
ResponseMode Response of all detected Transpander Bl
ScanMode
— | |2 Airnterface
TimeLimit 00060 x 100 ms
B Antenna
B HF
- L .

Lpply

Heset
EEPROM =

Communication Port

I¥ Adv. Protocol

02/09/12 09:59:06.570 << 02 00 16 00 80 00 00 00 00 00 00 00 00 OQ 00 00 40 00 00 00 38 7B O
02/09/12 09:59:06.574 >> 02 00 07 FF 63 58 04

02/09/12 09:59:06.578 << 02 00 08 00 &3 00 C3 AR OK

02/09/12 10:00:39.733 >> 02 00 08 FF 80 01 48 BE

02/09/12 10:00:39.737 << 02 00 16 00 80 00 00 0O 02 01 00 00 00 3C 00 00 00 00 00 00 95 43 OK
02/09/12 10:00:39.858 »>> 02 00 08 FF 80 01 48 BE

02/09/12 10:00:39.858 << 02 00 16 00 80 00 00 0O O 01 00 00 00 3C 00 00 QO 00 0O 00 95 43 0K
02/09/12 10:17:31.147 >> 02 00 08 FF 80 01 48 BE

02/09/12 10:17:31.151 << 02 00 16 00 80 00 00 0O 02 01 00 00 00 3C 00 00 00 00 00 00 95 43 OK
02/09/12 10:17:36.811 >> 02 00 08 FF 80 01 48 BE

02/09/12 10:17:36.815 << 02 00 16 00 80 00 00 0O O 01 0O 00 Q0 3C 00 00 QO 00 0O 00 95 43 0K

] Protocol { ] Apdu/
-ms C [now

The Reader Editor is divided into the four split boxes shown above:

e Navigation bar

e Structure window

e Data window

e Control window

For selecting a function group

For sub-dividing the protocols and configurations

For displaying and/or editing Reader and transponder data

For activating communication

The function of the parameters in the entry windows can be found in the respective system

manuals for the OBID® classic-pro Reader family.

After creating a new Reader file, a serial or USB port is assigned to it which is visible in the control
window. If multiple serial ports are open at the same time, you can use the list box COM in the

control window to switch the port at any time. If a “-“ character is visible in COM, there is no
connection to a Reader and no protocols can be exchanged.
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The current bus address of the Reader is set In the text field BusAdr in the control window (above
COM). If this address is unknown, you can use the value 255. This addresses each Reader,
independent which bus address is currently used with the reader.

If an USB-Reader is used, they will be detected automatically and the | Communication Fart
DevicelD will be shown in the Communication Port window. If there are DevicelD

several readers of the same type detected, each DevicelD will be shown in L

the list and can be selected. Different reader type will be shown in separate

Reader Editors windows.
USE -
| Adv. Pratocal

If a reader is connected via an Ethernet adapter than you can enter the IP- . . . o

Address and the Port number in the Communication Port window. The used | o, ..
IP-Address and the Port should be released by the system administrator. 192 168, 1010

Part 10001

Connect
| TCFRAR -

FEIG ELECTRONIC GmbH Page 21 (of 42) H80401-12e-ID-B.doc



OBID® classic-pro Manual ID CPRStart 2014 V9.07.01

5.4.1. Commands

The Commands window contains all the Reader protocols associated with the Reader
and the ISO Host Commands for communication with transponders in ISO Host Mode.

Commands

ID CPR40.xx-U - Commands The protocol is sent to the Reader by selecting a

£ ID CPR40.0c-U Commands protocol and then press the Send button.

""" ¥ [0x55] Start Flash Loader With some protocols, parameters can be entered
----- ¥ [0x53] CPU Reset

_____ # [0x65] Get Software Version in the data window and sent along to the Reader.

..... ® [0x66] Get Reader Info Detailed protocol descriptions can be found in
----- ¥ [0x59] RF Reset

..... ® [0x6A] RF OnOFF the system manual for the respective Reader.

----- ¥ [0x75] Adjust Antenna
----- ¥ [0xAZ] Write Mifare Reader Keys
----- ¥ [0xA3] Write DES/AES Reader Keys
=5 150 Host Commands
=-£3 [0xB0] 150 Standard Commands
= N [0x01] Inventory
- ¥ [0x23] Read Multiple Blocks
% [0x24] Write Multiple Blocks
" ® [0x25] Select
=43 [0xB0] 15014443 Commands
o # [0xCO] Halt
=39 [0xB2] 15014443 Special Commands
- ¥ [0x2E] 150144434 Transponder Info
-~ # [0x30] Mifare Value Commands
-~ # [0xBO] Authent Mifare
‘. [0xB2] Authent Mifare Ultralight C
=< MIFARE DESFire Commands
|:| [0xC1] SoftCrypto Implementation
(1] [0%C3] FlexSoftCrypto Implementation
=-£3 [0%C3] SAM-Crypto Implementation
|:| Security related Commands
[+ PICC Level Commands
[+ Application Level Commands
[+-|]] Data Manipulation Commands
=<3 [0%C2] MIFARE Plus Commands
|:| Commands for all Security Levels
|:| Security Level 1 Commands
|:| Security Level 2 Commands
|:| Security Level 3 Commands
----- (L7 150 14443A Customer Commands
----- (L7 150 144438 Customer Commands
=<5 [0xC0] SAM Commands
----- ¥ [0x01] Activate/Deactivate
----- ® [0xBD] T=0 Data Exchange
----- ¥ [0xBE] T=1Data Exchange

FEIG ELECTRONIC GmbH Page 22 (of 42) H80401-12e-ID-B.doc



OBID® classic-pro Manual

ID CPRStart 2014 V9.07.01

5.4.1.1. Reading the serial number (UID) of a transponder.

Before each data exchange with the transponder, a Reader file must first be opened and the ISO
Host Command [0x01] Inventory (Read Serial Number) must be executed. The report with the

collected serial numbers (UID) of the transponders is shown below.

Inventory Results:

[0xEO] [0x01] FEead Serial Number
Statusbyte: 0x00 (0K)

2 Transponder in Protocol
1. Transponder

TR-TYPE....: 0x04 (I5014443-4 - NP Semiconductors)
TR-INFO....: O0x00

OFT-INFO 0x01

SNR........: 005025EDE1ESS5504

2. Transponder

TR-TYPE....: Ox04 [I5014445-4)

TR-INFO....: O0x03

OFT-INFO 000

SNR........: 00000000SCODCCEZ

After this, any other action (e.g., reading and writing data blocks) can be performed with the

transponder. See following section.
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5.4.1.2. Reading/Writing transponder data

After selecting the ISO Host Command [0x23] Read Multiple Blocks ([0x24] Write Multiple
Blocks) you can make the necessary settings:

e Addressed Mode: the selection of the address mode depends of the transponder type

e UID: in addressed mode the UID must be selected

¢ In addressed mode with UIDs other than 8 bytes, the Length field must contain the number of
bytes and the Length Flag must be enabled

e The flag Extended Address Mode is reserved for UHF transponder

e The flag Security Status is reserved for HF transponder

e The Bank is reserved for UHF transponder

¢ Address and No. of Blocks specifies the range and number of transponder data

¢ The Blocksize is read with the command [0x23] Read Multiple Blocks from the transponder,
but for [0x24] Write Multiple Blocks, the Blocksize must be set

e The Access Password is reserved for UHF transponder

=3 ID CPR.MO2 Commands [0=B0] [0x23] Read Multiple Blacks

® [0x01] Inwentory
=ad Multiple

# [0x52] Baudrate Detection Mod Send |
el
¥ [0x55] Start_FIash Loader E | EE— = DE  0: Bl 61 61 61 61 61 61 61 asasasaa ~
# [0xSF] Set Firmware Upgrads - DE  1: 62 62 62 62 62 62 62 62 hbbbbbbh
¢ [0x63] CPU Reset DE  2: 63 63 63 63 63 63 63 63 ccoocooc
H i ; UID resp. EPC £ Clear Data
® [0x65] Get Software Version DB 3: 64 64 64 64 64 64 64 64 dddddddd
¥ [0x66] Get Reader Info [EQ030103C5712423 =l | be 4 85 65 65 65 65 65 65 65 eeeencee
: [0x69] RF Reset I~ Length Flag Length I_ZI gg :: Sg Sg gg gg gg gg gg gg EEEEEEEE
¢ [0x5A] RF OnCff + 000000 0000000000 ........
§ [0xA2] Write Mifare Reader Keys Data DB 7: 00 00 00 00 00 000000
=-£3 150 Host Commands r DE  8: 00 00 00 00 00 00 00 00 ..
-1-£=3 [0xB0] ISD Standard Commands I~ with Securty Status Eg 13 Sg Sg Eg Eg ES ES ES ES o .
" i i ;
Bank [0 Userpenon =] | (DB 1l: 0D 00 DO 00 00 00 00 00 ........ e Bk

i T DE 12: 00 00 00 00 00 00 00 00 .uvunnns

! ‘ p Adress (dez) [0 j DE  13: 00 00 00 00 00 00 00 00 .uvvnnns i ’ﬁ
oo 8 [025] Select DE 14: 00 00 00 00 00 00 00 00 ........ Ll

+-[_7] [0xB0] 15015693 Commands Moof Blocks | |  Elock Size |8 DE 15: 00 00 00 00 00 00 00 00 +usnwe.s oM [1 =

=1{3 [0xB0] IS014443 Commands DE  16: 00 00 00 00 00 00 00 00 ....w...
9 [0xC0] Halt Aceess Password DE 17: 00 00 00 00 00 00 00 00

+ (2] [0xB1] 15015693 Cust & Prop Commands r Length —| | jpe 12: 00 o oo 00 00 00 00 00

45 [0xB2] 15014443 Special Commands DB 19: 00 00 00 00 00 00 00 00 .. S orial Port I
# [0:28] 150144434 Transponder Info LE  20: OO 00 00 00 00 00 00 0O ..
# [030] Miare Yalus Commands DE  z1: 0D 00 00 00 00 00 00 0O .. I~ dv. Pratocol
¢ [0:4B0] Authent Mifare DE  22: 00 00 00 00 00 00 00 OO

¥ [0xE1] Authent my-d ak DE 23: 00 00 00 00 00 00 00 00 ..uuwens -

Byte Order: ©* LSE fist " MSE first

+-[] Special Commands
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5.4.1.3. APDU window

After you've detected and opened a reader window, you can use the APDU command editor for
sending and receiving APDU commands.

You can open a APDU window by using the menu “File” — “New” and then choose the entry
“Apdu(*.csva)”.

File Edit ‘“iew “Window Options

Mew

[ Chrl+0

Mo | Mode | APDU Conment Process APDUNo. | Tew l tan l
1 O SA 01 G000 Milare DESFen - Selact Applcation (1] v (]
W B CDUZOOEE EE 0000 Miars DESFae - Ciests Siandaid Fie [3] marnd ] Sy
w Ll 200 000 00 00 50 000000 11 22 30 44 55 66 77006 934 0@ CC 00 £ 7F 00 11 22 33 44 5566 77 00 &6 44 06 CCOOEL FF 0011 22 0 M 5566 7700 25 A DB CCODEEFF M ‘it ata File (3] v ] J
W O 00300 00 T0000000 1Y 22 3 48 55 €5 I8 9HAA BE OC DD EE FF i ‘\winhe Dk Fie [3] contnos vl [ Ep
a Lol B0 03 00 00 00 40 00 00 Milars DESFee - Read Data Fie () s ] |
@ N AF Miere DESFar - Contrue vl [ R
a 0 g L ]
M o et maruel [
Hew
st
e |
I o [o
rm o
Corntearication Pt

Use the New, Edit and Delete buttons to create, modify and clear the entries.

To start the sequence of APDUs you must choose the first command line and press the “Start” —
button.

You can also activate “NAD” (Node Address) and “CID” (Card Identifier) and set values for these
parameters, if necessary. For further information regarding “NAD” and “CID” please have a look at
the system manual from the reader.
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5.4.2. Configuration

5.4.2.1. Physical view and the logical view

The CPRStart can show the configuration area in two different modes.

Physical View Logical View
ID CPR40.xx - Configuration ID CPR40.xx - Configuration
=<5 Complete Configuration =] Complete Configuration
..... (1] CFGO: Reserved =+ HostInterface
----- ([ CF&1L: Interface and Made -] Serial
----- (] CF&2: Input/output ] DataClack
----- ([ CF&3: RF-Interface =1+ Operatingtode
----- ([ CF&#: Transponder Parameters =[] HostMods
----- (] CFaES: Anticalision I
----- [0 CF&6: Scan Mode, Part 1 =[] ScanMode
----- (1] CF7: Scan Mode, Part 2 =-(_] DataSelector
P (23 Mode

=[] Transpondsr
=[] Driver
. E-aHF

------ (23 Anticallision

=-E3 HF

=[] I150_14443

-] Bitrate

The configuration parameters are sorted The configuration parameters are arranged
according to the physical memory location and | according to logical grouping of parameter.
addressing as shown in older CPRStart
versions.

The view mode can be changed any time:
Go to “View” -> “Configuration Presentation” and choose “Logical View “ or “Physical View":

Whin Ij Lalty

Configuration P

+ Tool Bar
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5.4.2.2. Changing of configuration settings

The Configuration- window is used to read out, modify and write back the current
Reader configuration.

Configuration

A control element for selecting the memory type of the Reader is included in the control window for
Configuration. Depending on the text in the list box (RAM or EEPROM), the corresponding
parameter data are affected in the Reader. This selection also exchanges the configuration data in
the current data window. A mixing of RAM and EEPROM data is thus precluded.

Note:

As arule the entire configuration of the Reader should be read out first, then modified and
then written back! CPRStart prevents writing of configuration data if the configuration is
previously not read.

ID CPRA40.xx - Configuration

[=1-(Z] Complete Configuration

= (2 HostInterface E] HostInterface =
{23 Serial B serial
1] DataClock BusAddress 000
OperatingMade Baudrate 38400 baud [=]
—J-{_7] HostMade Parity even Parity IE‘ Reset |
L Filter Databits @ Data Bits [+ =
B3 ScantMode Stophits 1 Stop Bit [=]
-] DataSelertar PratacolStartSynchronizationTime 5 ms Im
([ Mode B DataClock
-(] DataSource Format ‘Wiegand emulation binary 1:1,according written to Transpdzl
-] DataFormat B OpetatingMode
o AI‘? ?Iter Mode 150 Host Mode IE‘ Communication Port
rmertare = HostMode
& -%..En;::;:;:ler InventoryaborkCondition I~ Busadr: lﬁ
C Bar B Lz com 1 =]
: B0 150_14443 ResponseMode Response of all detected Transponder IE‘
{17 Types ScanMode
{27 Anticollision E AirInterface
B0 HF TimeLimit 00010 x 100 ms lm
E-E3 150 14443 = I;r.:’r:::rnder [V Ady. Protocal
= HF
1S0_14443_Typed Icd
150_1 4443 _Typeb =
(=2 Digitallo Jewel [
] Signaler “R17E =4
SRIxx I
B 1S0_14443
Bl Typed -
Mifarestandard Ird
rivy_d_Provcimity_SLESSRxx I
Mif areUlkralight [~
Parts =
= Anticollision
Enable I~

Press the Read button to read out the selected configuration page of the reader. To read the
complete reader configuration, select the first item (e.g. Complete Configuration) in the structure
window.

Use the Apply button to write modified parameters to EEPROM or RAM. When writing to the
EEPROM, the program automatically performs a [0x63] CPU-Reset to apply the change to RAM
as well.

The Reset button is used to restore the entire configuration to the default values (factory setting).

Information on the individual parameters can be found in the system manual for the respective
Reader.

Depending on the selected reader operating mode, the not used parameters can’'t be modified in
the “logical view” of the configuration, they are shown in gray letters.
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5.4.2.3.How to store and load a complete reader configuration into a xml-file

After reading and /or changing the reader configuration in CPRStart it is possible to store the
complete reader configuration into a xml-file.

Storing a configuration into a xml-file:

1. Select ,File — Save As...“

{> CPRStart 2011 - Version 08)

File Edit View Window

Mew 4

Ctrl+ O

Ctrl+5

2. Choose a location and a file name and click on store:

21|
Speichern in: |@ Reader Config Files = « =k B

Test_configuration_1.xmll.xml

E Test_configuration_2.xmll . xml

el Dateiname: FIEe.au:IEer Configuration_3.xm

j Speichern I
j Abbrechen |

7

[rateityp: IXML Fieader Files [*xml)
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Loading a configuration xml-file into the CPRStart and store it into the reader:
1. Select ,File — Open..."

{3 CPRStart 2011 - Version 08!

Eile Edit View Window

Mew

Ctrl+0

. Choose the configuration file you wants to load into the CPRStart
ofen 21|

Suchen in: IE} Fieader Config Files j = EF '

Reader_configuration_3
E Test_configuration_1.xmll.xml
E Test_configuration_2.xmll . xml

[rateiname: |F|eader_configuration_B.xml‘l.xml j Offnen I
Dateityps | <ML Reader Files [xmi] =l abrechen |

A

3. The configuration is now visible in CPRStart

| xmiz|
Reader Basics ID CPR40.xx-U - Configuration
1) Complete Configuration & =
[0 AccessProtection 1 | |B AccessProtection -
Commands -3 Hestinterface Password frsvees
(£ DataClock Lock_CFGO Unprotected =]
R ] DperahngM;dE Lock_CFGL Unprotected E
Configuration =3 Bsg::; Lock CFG2 Unprotected =z
(=423 ScanMode Lock_CFG3 Unprotected E
523 Dataselector Lock CFG4 Unprotected I~
Command T {10 Mode Lock_CFGS Unprotected =]
Elzis (1 DataSource Lock_CFG6 Unprotected [~]
I S peteformat Lock CFG7 Unprotected &
(] Filter
o 3 Airlnierface B Lock_CFG14 Unprotected |~
5-E3 Antemna = Lock CFG15 Unprotected I~
= a HF = Hostinterface
" [ Micellaneous DataCloc]
T 3 Tran: ‘;_;‘Er = x
Nt 25 o Format Wiegand emulation binary 1i1,according written to Tt~ |
Dy O OperatingMode
[} £5 IS0_14443 Mode 150 Host Mode E
[ Typea B HostMode
(3 Anticolision InventoryAbortCondition I
“ aHF I1S0_14443 By
e o ResponseMade Respanse of all detected Transponder [+
5 &9 parte ScanMode
T ] Mscelaneous | B Airnterface
[ Typer TimeLimit 00060 x 100 ms
EHE3 Types B Antenna
¢ e[ SelectionMask o HF
| [ Miscelaneous 5 -
i =
“{ ] Miscellaneous ~

4. To store the new configuration into the reader the ,Apply* command can be used.

4.1 Click on ,Apply” while the EEPROM is selected.

E||:| Complete Configuration E

------ [C7 AccessPraotection

E||:| HostInkerface
§ kel Serial
: Feset |

IEEF'HDM 'l

Now the complete reader configuration is stored into the reader.
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5.4.2.4. Load Reader Profile

With this special feature it is possible to load a reader configuration file with only a selection of one
or more specific parameters. All not enabled parameters will be retained and untouched after
loading the profile into the reader. So it is possible for example to change the HF parameter only
and leave the LAN and WLAN settings as it has been already configured by the customer. A
“Reader Profile” can be generated by Feig Electronic GmbH only.

How loading a profile into the reader:

With the help of CPRStart and the “Load Profile Wizard” it is possible to load a new configuration
profile into the reader.
Please follow the instruction step by step:

Go to “File” — “Load Reader Profile”.

-
{3 CPRStart 2011 - Version 08.

File Edit View Window

Mew *
Open... Ctrl+C

Close
Save Ctrl+5
Save As...

Load Reader Profile...

Stepl: Click on the “Next’-button.

F B
Load Profile Wizard - Step 1 of 5 —— [

Welcome to the Profiling Assistant

Follow the instructions to load a
configuration profile into your Reader

C3iD°  FEIG

ELECTRONIC

< Zuriick I Weiter > I Abbrechen

. =—————— ————— = —
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Step2: Choose the connected reader type.

Load Profile Wizard - Step 2 of 5

Fleaze zelect a reader type and press the 'Mext' buttan,

El+Z3 HF-Reader
-3 classic-pro
| 1D CPR.MO2

| 1D CPRA0.xx
| 1D CPRS0.xx
| 1D CPR44.xx
| ID CFR.04-USE

< Zuriick I Weiter% I Abbrechen

Step3: Select the new reader configuration profile (xml-file).

Load Profile Wizard - Step 3 of 5

Fleaze zelect a profile file and press the Mest' button,

IE:\ProfiIes\Header Prafiles

x|

Select File... |

| Time

| Date

Filename
CPROZ_Profile_2.=ml

07/10/2003  10:58:10

Fequired Firmware Version for RFC: 02.06.00

Comment:
Customer Configuration profile

< Zuriick I Weiter% I Abbrechen

Step4: Detect the connected reader.

Load Profile Wizard - Step 4 of 5

Fleaze zelect one or multiple reader(z] for profiling and press the 'Mest' buttan.

Reader
ID CPR.02
— Detect Reader
@ CoMPor N [T x| Moe.| Bustd] 0
1U5E

Part I 1000

o.0.0.0

 TCRAP IP-Adr.

I Single Reader

< Zuriick I Wieiter >[: I Abbrechen
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Step5: Click on “Start Profiling” and wait until the “Ready” message appears.
x|

Fleaze start the profiling process.

- Read of CFG1: OK

- Wwirite of CFGT: OK l_
1 of I 1
Reset of Reader ’i
Feady

Start Profiling

< Zurlick I Fertig stell% I Abbrechen
<

Now the configuration has been finished and the reader can be tested with new configuration.
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5.4.3. Host Commands (HF only)

If the Reader is configured to work in ISO Host Mode, you can use the Host
Commands button to open a corresponding window for communicating with HF

AEESSEIIELES (ransponders. This function is only available for ID CPR.M02, ID CPR.02, ID
CPR30.xx and ID CPR50 readers.

6l 61 61 61 61 00 00 00 aaasa... ~ Iventory
62 62 62 62 62 62 62 62 bbbbbbbb 5
63 63 63 63 63 63 63 63 coocooooo =
64 64 64 64 64 64 64 64 dddddddd
65 65 65 65 65 65 65 65
B6 66 66 BB 66 66 66 66 LEFEFFFF
00 00 00 0O Q0 00 00 00 . i
00 00 00 00 00 00 00 oo .
00 00 00 0O 00 00 00 00 .
: 00 00 00 00 00 00 00 00 .

DSFIDYInfo | AFI MemSize IC-Ref DB

3 - Fujitsu Limited
13 - Fujitsu Limited
3 15014443-A 000000004 7FEAODS 05,00 oo 0aoo ao DE

arl

=

-“Comman.c.l- — ] ue
|[Ux23] Fiead bulliple Blocks ﬂ Dot DB

=]
@
e =]

dii

¥ with AF-Fesst

=]
=]
w

Seial Number [UID] DE 10: 00 00 00 00 00 00 00 00 [0453] EIF Fieset

DE 16: 00 00 00 00 00 00 00 00 .

[EO0RT08C710403 E DB 11: 00 00 00 00 00 00 00 00 Q
DE  12: 00 00 00 00 00 00 00 00 .
DE 13: 00 00 00 00 00 00 00 00 . Edit..
Mode DB 14: 00 00 00 00 00 00 00 00 . T
. ear List
& Orly Data Blocks DE 15: DO 00 00 00 00 00 00 00 . L
Q

" Security Status and Data Blocks Clear Dat

DE 17: 00 00 00 00 00 00 00 00
DE 18: 00 00 00 DO 00 00 00 00
DE 19: 00 00 00 00 00 00 00 00 .
T DE 20: 00 00 00 00 00 00 00 00 .
DE 21: 00 00 00 00 00 00 00 00 .
Adress (dez] ’U_j Block Size £ DB 22: 00 00 00 00 00 00 00 00 .
Mo of Blacks = DB 23: 00 00 00 00 00 00 00 00
4 DE 24: 00 00 00 00 00 00 00 00
DE 25: 00 00 00 00 00 00 00 00 .
DE 26: 00 00 00 00 00 00 00 00 .
DE 27: 00 00 00 00 00 00 00 00 .
DE 28: 00 00 00 DO 00 00 00 00 .
DE 29: 00 00 00 00 00 00 00 00 .
DE 30: 00 00 00 00 00 00 00 00
DE 31: 00 00 00 00 00 00 00 00
DE 32: 00 00 00 DO 00 00 00 00 .
DE 33: 00 00 00 00 00 00 00 00 .
DE 34: 00 00 00 00 00 00 00 00 .
DE 35: 00 00 00 00 00 00 00 00 .
DE 36: 00 00 00 00 00 00 00 00
DE 37: 00 00 00 00 00 00 00 00 ........
< $ DB 38: 00 00 00 00 00 00 00 00 +veeuwns v

ADR |1: addiessed A [ Sound

Communication Port

Bustdr: ’ﬁ
CoM |1 =

Serial Port =

I Adv. Protocal

With the Start button, Inventory commands are executed continuously and the response is
displayed in the list window. After stop of Inventory the Edit button opens a modal dialog window
(always on top) with edit boxes for all Host Commands.
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5.4.4. Command Queue

When the Reader is configured to work in ISO Host Mode, you can use the
Command Queue to make execution of command sequences more comfortable.

Cornrmand Queus

If the button > Queue | on the right side of the command window is visible, you can use the
command queue to build a command sequence.

+-[_7] ID CPR40.xx Commands -
0xB0] [0x01] Read Serial Nurnber
-1-Z3 IS0 Host Commands [ i d] L
-5 [0xB0] IS0 Standard Commands e
LI [0::01] Invenkory f New Inventory Requested [ Presence Check
¥ [0x23] Read Multiple Blacks " Moare Data Requested [ Matification Timeout «100ms

¥ [0x24] Write Multiple Blacks
¥ [0x25] Select Inventary Results
-5 [0xB0] 15014443 Commands
¥ [0xC0] Halt
-5 [0xB2] 15014443 Special Commands
¥ [0x2B] [3014443-4 Transponder Infa
¥ [0x30] Mifare Yalus Commands
¥ [0xB0] Authent Mifare

+/-[Z] [0xC0] SAM Commands Communication Paort

If you want to add a command to the Command Queue choose the command first and then press

the 53 Queue | button.

After you've built your command sequence you can switch to the Command Queue window to start
or edit your command queue sequence.

For example the command sequence for executing a “Read Multiple Block” in junction with a
1ISO14443 Mifare Transponder:

Mo, Protocal Status Response | Comment
02 00 07 FF B0 01 00 Send
2 0Z 00 0F FFBO 25 01 00 00 00 00 01 03 AF 98
3 02 00 OF FF B2 BO 0A 1C 01 FF FF FF FF FFFF Authent with Key B, Addr. 28, Key = OxFFFFFFFFFFFF e
4 02 00 09 FF BO 23 02 08 01 Read Mutliple Block {selected), Start-addr = 8, Mumber of Blocks = 1 —
Delete
Delete Al
Load...
Communication Port
Timeout
10 % 100ms

You can start the queue by choosing the first command in the sequence and press the Send
button. Every command in the queue will be executed automatically.

You can use these command queue nearly similar like a protocol editor.

Use the New, Edit and Delete buttons to create, modify and clear the entries.
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5.4.5. Scan Mode

If the Reader is configured to work in Scan-Mode, you can use the Scan Mode

h
& button to open a corresponding window for displaying the transponder data sent by
ELUUEEEN  the Reader.

-1- 02/21/08 12:23:28.612
-2- 02/21/08 12:23:30.234

E00B0109C571C4C3, 61616161
EO0B0109C571C4C3, 61616161

Format

-3- 02/21/08 12:23:31.343 EO0080109C571C4C3,61616161 esci Jd

-4- 02/21/08 12:23:32.421 EO080109C571C4AC3, 61616161

-5- 02/21/08 12:23:33.531 EO080108C571C4AC3, 61616161 IV Line Nuriber

-6- 02/21/08 12:23:34.640 EO0080109C0571C4C3,61616161 v Date+Time

-7- 02/21/08 12:23:35.718 EO080109CS71C4AC3, 61616161 -

-8- 02/21/08 12:23:36.528 EO0B0109C5T1CACE, 61616161 Output Window
¥ Show Data
[ wurite: in file
Communication Port
Busadr | 255
coM 1 =
Serial Port hd
™ Adv. Protocal

To receive Scan Mode data, the communication port type Serial Port must be selected. All other
port types are not supported.

The display format must be set to the format setting of the reader. In addition, you can add in
front of each data record a line number and Date and Time.

For long runs, the display of the data should be disabled. Show Data controls the data output.
Otherwise, the performance will decrease and/or the memory of the PC can run out.

Activating the write in file function allows the scanned data to be saved to a file. The filename is
built with the prefix Scan followed by the date, e.g. Scan060317.txt.

Note:

USB Readers working in Scanner Mode sends data to the HID Kernel driver of the PC and acts
like a keyboard. The data can be displayed in this gray window after positioning the cursor in this
window. The data can be also visualized within any other Windows application where the cursor is
positioned.
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5.4.6. Notification Mode

If the Reader is configured to work in Notification Mode, you can use the Notification
Mode button to open a corresponding window for receiving and displaying
notifications. The Notification Mode is an extended mode of the Buffered Read Mode.
Thus, the structure of the notified data is the same.

@D 1S0Start 2009 - Developer, ¥ersion 08.01.00 - FEIG ELECTROMIC GmbH - advanced reader technologies -

File Edit View ‘Window Options Extras Help

® O CCOO00C O

Tew Detect  Open Save  Qut Copy Paste  Print  Output  COM-Pork  About

wmll® wml2* |

Reader Basics

ID CPR50.xx - Notification Mode

— Buffer Commands —

Date/Time: 07/10/09 12:41:36.312
SR W (04311 Buifer I |
Commands
[0x22] Eead Buffer »» Statusbyte: 0x00 (0K)
TR-DATA. . . . Ox0L 3350 bt
DATA-3ETS. .1
Canfioratio 034] F
Configuration 1. Transponder rfjo’:if_p ]T_[iggc: |
TR-TYPE....: Ox04 (I5014443-4)
SHE........: SC100FOZ — Matify Channel
Host Commands initiated by
Date/Time: 07/10/09 12:41:41.312 IHeade' =
[0x22] Eead Buffer »» Statusbyte: 0x00 (0K)
TR-DATA. .. .0x01
DATA-SETS. . L Fo | 20001
Test and Measurement 1. Transponder Sto
TR-TYPE....: 0x04 [I3014443-4] P |
SNE........: GO01FDO410CEE04

= with dck. [0x32]

Clear Screen |

Recommended sequence:
The command [0x33] Initialize clears and initializes the readers internal buffer.

The Apply button starts the receive process and incoming notifications are displayed in the text
window. The Port Number must be the same as configured in the readers configuration.

If configured in the reader, the acknowledge of the notification must be enabled. Otherwise, the
reader notifies always the same data.

Information about the current status of the buffer (number of saved data sets) can be obtained
using the [0x31] Buffer Info command.
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5.4.7. Test and Measurement

Test and

Measurement

ISO Inventory:

=149 Test
b 15O Inventary
(£ Measurement

Wk e o

Tag-Type

13015633 - Fujitsu Limited
15015693 - Fujitsu Limited
15014443-4

Serial Mumber

EOOS0109C571C4C5
EOOS0109C5950440
0000000047FEAODS

The Test and Measurement group collects some helpful functions.

DSFIDYInfa
55

01

08,00

Contral
Start

Jilis;

Beszet

Settings

[~ Sound
Delay: Oms

| !
Communication Port

Busédr: ’E
coM |1 -

Serial Port A

This test function can be used for continuously executing the Host Protocol [0xBO0][0x01]
Inventory. This presumes the Reader is configured to work in Host Mode.

Select the function ISO Inventory in the Test folder and press the Start button.

All transponders located in the antenna field are displayed in the list window with serial number
and transponder type. The Stop button stops the 1SO Inventory execution. The Halt button sets
the Inventory process into a wait status to execute single steps with the Step button. The
Continue button finishes the wait status and continues the Inventory process.

The Reset button clears the display window.

To send the individual protocols to the Reader with a delay, use the Delay slider to set the pause
between protocols at up to 1000ms.
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5.5. The Protocol Editor

The Protocol Editor is a helpful tool for checking the response of the OBID® classic-pro Reader for
faulty, new or unknown protocols. As in the case of the Reader Editor, a port type must be
allocated to the Protocol Editor. This may in principle be the same port.

With the Protocol Editor one can collect any protocols and the scheduling of the protocol is
arbitrary.

izt Proka® | 4bvx

Number of protocols: 2
Mo. Protocol Creat.. | Comment Process PitMo. | Timel... Start
07 FF BI 07 00 [1xB0)[001] 150 Host-Command [1nyentary]
2 11 FF BO 2301 ED 08 01 03 C5 71 C4 C3 00 06 yes  [0%BO][0%23] 150 Host-Command (Read Multiple Blocks) manual - 0
3 05FF 698901 no  [Dx65] RF-Reset manual - 0 .
4 07 FFBO O 201E 77 no  [0xBO]0x01] 150 Host-Command (Inventory] with presence check  manual - 0 et
Hew..
Edit..
Delete
Becord
autom. with
T fest Protocel
Communication Port
COM |1 =
Open Port
Serial Port -

Use the Start, New, Edit and Delete buttons to transfer, create, modify and clear the entries.

With the Record button you can activate the record of any protocols sent by the Reader Editor.
This presumes to have opened the Reader Editor first. The recorder can set the process state for
each recorded protocol to automatic with next Protocol if this option is enabled. This is helpful
for the automatic step-by-step scheduling of protocols.

The Edit button opens a dialog for the selected protocol item.

Edit Protocol

Murmber

Comment |[EI:-:B 0[0=01] 150 Host-Cornrnand [[nventam)

Abbrechen

HewPratocal |07 FFEOOT 00

v calculate checksum

Frocess |manual - | [ after | mg
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Every protocol item must have an individual item number. After changing this number the protocol
item can be moved in the list with the context menu one step up or one step down to have a
continual increasing order.

The edit box for the hex protocol accepts every chars, but all non-hex chars will be removed
before the protocol is sent. This allows to use the space char as a separation char between every
hex number.

The hex protocol must contain the complete protocol frame except the checksum, which is
calculated and added internally if the option calculate checksum is set. Recorded and unmodified
protocols have a valid protocol checksum and the option calculate must not be set.

To organize the scheduling the drop-down box Process lists a number of scheduling options.

Frocess | rmanual - | alter ma

automatic with protocal no.
continual

The item manual disables a scheduling for this protocol item. All other options enables the
scheduling for this protocol item.
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5.6. The Protocol Window

B 02/21/08 13:45:08.875 >> 05 FF 69 89 01
E:' 02721406 13:45:08.921 << 06 00 63 00 F& FA 0K
8 02/21/08 13:45:10.718 >» 07 FF BO 01 20 1E 77

02/21/08 13:45:17.812 >»> 11 FF BO 23 0l EO 0§ Ol 09 C5 95 04 4D 00 04 9C F&
02/21/08 13:45:17.921 <<
02/21/08 13:45:24.46% >> 11 FF BO 23 01 EO 03 01 09 C5 95 04 4D 00 03 23 82

02/21/08 13:45:25.593 >> 11 FF BO 23 01 EO 03 01 09 C5 95 04 4D 00 02 Ak 33

02/21/08 13:45:33.046 >> 11 FF BO 23 01 EO 03 01 09 C5 95 04 4D 00 01 31 Al
02/21/08 13:45:33.093 << 11 00 BO 00 01 08 0O OO 00 00 00 OO OO 00 00 D& 3C 0K
02721406 13:45:47.640 >» 06 FF 80 &1 05 97

02/21/08 13:45:47.687 << 14 00 &0 00 00 00 08 01 00 05 00 OA OO 00O 00 00 00 00 A5 38
02/21/06 13:45:50.187 »» 06 FF 80 &3 17 B4

02/21/08 13:45:50.234 << 14 00 &0 00 00 38 00 OF 00 00 05 OO OO OO0 0O 00 03 00 CA 9F
02/21/06 13:45:52.890 >» 06 FF 80 &4 AG CO

The Protocol Window lists each protocol action.

protocol traffic are diverted to this window

2C 00 Bo 00 04 068 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 27 a4

02/21/06 13:45:10,964 << 1B 00 BEO 00 02 04 00 00 00 01 00 00 BO 06 04 03 01 EO0 08 01 09 C5 85 04 4D ED 13 [1):9

02/21/08 13:45:24.562 << 23 00 BO 00 03 08 00 00 00 00 00 00 OO0 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 Bl 73 113 ‘wirite in LogFile ‘

02/21/08 13:45:28.656 << 1A 00 BO 00 0Z 08 00 OO0 00 0O 00 OO OO OO0 0O 00 00 00 OO 0O 00 00 00 00 FO E1 )¢ Delete Al ‘

A
e
w Enable Display
Mark All
Cut
0E Copy
Paste
[1):4
- o
37 ms INS MU

All error messages occurring in connection with

The Protocol Window is a normal editor and allows copying of text lines to the clipboard. Use the

context menu with the right mouse button. In this way you can very easily copy protocols to the

Protocol Editor and manipulate them.

For long runs of a test function or high performance tests, the Protocol Window should be

disabled.
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6. Handling communications problems

If you have communications problems with the oBID® classic-pro Reader, please check the
following points:

Is the cable to the Reader properly connected?
Is power to the Reader turned on?
Is the correct port type assigned?

In case of a serial connection, is an opened serial port allocated to the Reader file? Go to the
Reader Editor and check the list box COM at lower right.

In case of a serial connection, is the correct bus address set in the Reader Editor? Try address
255.

In case of a serial bus connection (RS485) with multiple Readers, each Reader must be set
with its own bus address. Check these settings.

In case of a serial connection, check the settings for the serial port in 5.3.1. Settings for Serial
Port:

In case of an Ethernet connection, does the IP address of the Reader match the subnet mask
of the PC?

Test every change using the protocol [0x52] Baudrate Detection from the Reader Editor
Commands group.
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7. Uninstalling ID CPRStart

To uninstall ID CPRStart 2014 go to the Start menu - Settings - Control Panel - Add/Remove
Programs. From the Install/Uninstall tab look for the entry ID CPRStart 2014 and select it. Click on
the Add/Remove button. In the next dialog box select Remove and confirm the prompt for
uninstalling with “Yes”. Now all components of ID CPRStart 2013 will be removed from your
computer.
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